Making AKO work with Internet
Explorer

Presented by CW3 Michael J. Danberry

| have performed this fix on almost

every Internet Explorer browser I've

worked with and it has worked 99%
of the time
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Open Internet Explorer
Select Tools, make sure AKO is not the

Open page
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Select Internet Options
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Check Delete browsing history...

and then the Delete button
[intemet Options S Lﬁ%

General |5ECI..II’it\|' I Privacy I Content I Connections | Programs I Ad'u'anceﬂ

Home page
l/? To create home page tabs, type each address on its own [fle.
e
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1 https:/fwww.militarycac.com -

[ Use current ]l Use default Hﬁsel:_:lank

Browsing history
’I_ Delete temporary files, history, cookies, sgffed passwords,
and web form information.

Delete browsing histary on exit

Delete... ] [ Settings

Search
p- Change search defaults.
Tabs
Change how webpages are displayed in
tabs.
Appearance

Colors H Languages H Fonts H Accessibility ]

[ 0K ][ Cancel ][ Apply ]




Click the top 4 check boxes and select
Delete

r —_——— B
Delete Browsing History ot

[¥]:Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information.

History
List of websites you have visited.

[] Form data
Saved information that you have typed into forms,

[ passwords

Saved passwords that are automatically filled in when you signin
a website you've previously visited.
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Now Click Settings
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l/? To create home page tabs, type each address on its own line.
-
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Browsing history

’}”/I_ Delete temporary files, hi cookies, saved passwords,

and web form information.

Delete browsing histary on exit

Delete... Settings ]

Search

p Change search defaults.
Tabs

_I_:' Change how webpages are displayed in

tabs.

Appearance

[ Colors ] [ Languages ] [ Fonts l [ Accessibility ]
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Change this number to 8, then hit OK

. I
Temporary Internet Files and History Settings ﬁ

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for fas iewing later,

|
Disk space to use (3-1024ME) 5|2
(Recommended: 50-250ME)
| Current location:
C:\Usersimichael.j. danberry\AppData\Local WMicroso ft\Windows T
Internet Files),
| [ Move folder. .. ] [ View objects ] [ View files ]
History
| Specfy how many days Internet Explorer should save the list
of websites you have visited.
i Days to keep pages in history: ] =




Select the Security tab, trusted sites
checkmark, then Sites button
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Select & zone to view or change secul ty settings.
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Internet  Local infranet pIfEEERIEE  Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe

(] content

- Unsigned ActiveX controls will not be downloaded

["|Enable Protected Mode {requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

[ QK ][ Cancel ][ Apply ]




Make sure nothing ending in
.us.army.mil is in the Websites box

- — — — h
Trusted sites ﬁ

¥ *fou can add and remove websites from this zone. All websites in
L this zone will use the zone's security settings.

Add this website to the zone:

Add

fehsites;

https:/fowa.usar.army. mil
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Require server verification (https:) for all sites in this zone

Close




Select the Content tab, Certificates

\ button

Internet Opticns

|General | Security | Privacy | Content | Connections I Programs | .Ad'u'ancedl

Parental Controls

Control the Internet content that can I@]Paren'ﬁl Controls
© be viewed,

Content Advisor
Ql Ratings help you control the Internet content that can be
viewed on this computer. I
@Eﬂable. o Hg) settings
Certificates

|Jse ceM§gates for encrypted connections and identification.

[ Clear 350 state Certificates ] [ Publishers ]

AutoComplete

AutoComplete stores previous entries Settings
on webpages and suggests matches

for you.

Feeds and Web Slices

content from websites that can be
read in Internet Explorer and other
programs.

E Feeds and Web Slices provide updated Settings
)

QK ][ Cancel H Apply ]




You should only see 3 or 4 of your
certificates in here, if you see more

remove the older certlflcétes

Intended purpose: [ <All= v]

Personal |Dﬂ1er People | Intermediate Certification Authorities | Trusted Root Certificatior) * | *

‘\ Issued To Issued By Expiratio...  Friendly Name
=+ DAMBERRY MICHA. .. 14-Jan-13 DAMBERRY .MILC...
@DANBERRY.MICHA. .. DOD EMAIL CA-23 14-Jan-13 DAMBERRY .MILC. ..
@DANBERR‘I".MICHA. .. DOD EMAIL CA-23 14-Jan-13 DAMBERRY .MIC... |
@DANBERRY.MICHA. . DOD CA-23 14-Jan-13 DAMBERRY .MIC. ..

[FIMichael Danberry UTN-USERFirst-Client ...  09-Jul-11 <MNone

| e e

Certificate intended purposes
Smart Card Logon, Client Authentication

View
Learn more about certificates




Click the Connections tab, LAN settings
button, make sure none of the boxes

-

Internet Opticns

To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy
server g connection.

(@ Never dial %gnection
Dial whenever a ne

Always dial my default col

Local Area Metwork (LAN) settings

Choose Settings above for dial-up settings.

LAM Settings do not apply to dial-up connections.

are.C hegkged select OK

grk connection is not present

LAN settings

o ™
Local Area Network (LAM) SEltlngs ‘ NEN— ﬁ

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

utomatically detect settings:

IJse automatic configuration script

Proxy server

IUse a proxy server for your LAM (These settings will not apply to
dial-up or YPM connections).

80 Advanced

Bypass proxy server for local addresses

oK ] [ Cancel ] I




Click the Advanced tab, scroll all the way to the
bottom, check Empty Temp... and make sure that
only SSL 3.0 & TLS 1.0 are checked

o ™
Internet Options “. . &lﬂ

| General | Security | Privacy | Content | Connections I Programs | Advanced [

‘wtﬁngs
Empty Temporary Internet Files folder when browser is dc »
Enable DOM Storage
Enable Integrated Windows Authentication™
Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP support

Enable SmartScreen Filter
\ [7] use ssL 2.0
\ Use S5L 3.0
Use TLS 1.0
[[] usems 1.1
[ useTis 1.2
Warn about certificate address mismatch™ |
[] warn if changing between secure and not secure mode

[¥] Warn if POST submittal is redirected to a zone that does n
1 | 1 | F

« [

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. =

‘You should only use this if your browser is in an unusable state.

QK l[ Cancel H Apply ]




Try logging into AKO now with your
CAC

e |fit still does not work, close the browser
again and go to the next slide.



If the above tricks did not work, select
Reset at the bottom of Advanced tab,
AND what you see on the next page

Internet Opticns o M. 2 T |-

| General | Security | Privacy | Content | Connections I Programs | Advanced [

Settings

Empty Temporary Internet Files folder when browser is dc »
Enable DOM Storage
Enable Integrated Windows Authentication™
Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP support
Enable SmartScreen Filter
[[] usessL 2.0
| Use 55L 3.0
Use TLS 1.0

[ useTLS 1.1 |

[l usems 1.2
Warn about certificate address mismatch™
n if changing between secure and not secure mode

[¥] warn ST submittal is redirected to a zone thatdoesn ™
1 F

m
—

*Takes effect after your t Internet Explorer I
l Restore advanced settings ]
Reset Internet Explorer settings
Resets Internet Explorer's settings to their defaullN
condition.
‘You should only use this if your browser is in an unusable state.
QK l[ Cancel H Apply ]I




You may also need to Click each of

your certificates and select Remove

H Intended purpose: [<AI> -

)

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior * | >

Issued To Issued By Expiratio... Friendly Name

54 DANBERRY.MICHA... DOD CA-23 14-Jan-13  DANBERRY.MIC...
GJDANBERRY.MICHA. .. DOD EMAIL CA-23 14-Jan-13 DANBERRY .MIC...
JDANBERRY.MICHA... DOD EMAIL CA-23 14-]Jan-13  DANBERRY.MIC...
L_QJDANBERRY.MICI-KA. .. DOD CA-23 14-Jan-13  DANBERRY.MIC...
[Z;IMichael Danberry UTN-USERFirst-Client ... 09-Jul-11 <None>

Certificate intended purposes
Smart Card Logon, Client Authentication

|
T
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Learn more about certificates



Try logging into AKO now with your
CAC, it should work

If all of the previous ideas did not work, please visit:
https://militarycac.com/cacdrivers.htm to start
troubleshooting your CAC reader

Presented by:

CW3 Michael J. Danberry
chief@militarycac.com
https://MilitaryCAC.com

Further questions:
https://militarycac.com/questions.htm
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