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Standard Mandatory DoD Notice and Consent

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this 1S), you consent to the folloving conditions:

The USG routinely intercepts and manitors communications on this IS for purpeses induding. but not limited to, penetration testing, COMSEC manitering. network operations and
defense. persennel misconduct (PM). law enforcement (LE). and countarintslligence (C1) investigations.

At any time, the USG may inspect and seize dats stored on this 15.

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG authorized
purpose.

This IS includes security measures (2.q., authentication and sccess controls) to protect USG interests - not for your parsonal benefit or privacy.

Notvithstanding the above, using this IS does not constitute consent ko PM, LE or CI investigative searching or monitering of the content of privileged communications, or work product,
related to personal representstion or services by attorneys, psychotherapists, or clergy, and thair assistants. Such communications and work product are private and confidential. See
User Agreement for details.

Click ‘Ok.’
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Welcome to the CAC User Maintenance Portal

DMDC's User Maintenance Portal (UMP), in conjunction with the Post-Issuance Portal (PIP), is designed to process Common Access Card (CAC) holder requests to update e-mail
addresses, e-mail certificates, and add and update CAC applications. UMP was created to allow users the option of performing these updates from the convenience of their own
desktop instead of requiring them to queue at a RAPIDS issuance location. In addition to increasing user convenience, the UMP relieves organizations of the administrative
burdens currently associated with processing CAC holder post-issuance requests. Most importantly, the UMP accomplishes these goals without compromising the high level of
security provided by current processes.

Currently Supported UMP Services Select ‘Replace Certificate.’

Click a link to select the service:

Replace Certificate

« Replace the e-mail address on the CAC for the given DoD membership and request new e-mail certificates.

Download Applications

+ Download and install applications (BC Application, PIV End point Applet, etc.) on the CAC for the given DoD membership.

PIV Update

« Download/add PIV Authentication certificate.
« Install PIV End Point applet.

¢ Activate PIV Authentication certificate.
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Home Replace
Certificate 10T S

Replace Certificates
You may also

Replace the e-mail address and e-mail certificates on the CAC for the given DoD membership.

see a screen

that says the
applicant’s
R digital
N ‘.—_(g) signature has
> JE%;S' been verified.
If so, confirm
-
you want to
run the
program.
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—Time Status:

Average: 02-03 Total: 010 Step(2)y. 00:00

~Task Status: ~Progress Status:

f 1. Reading Data From CAC.(0:10) %

2. Authorizing User

@

3. Retriewing Data from DEERS. = ;I
Eeading Rank ...
Eeading card expiration date...
Eeading PIV Authentication CertificattJ
-
. il




Update the e-mail address or download applications on the CAC -

Enter PIN

% Enter PIM Code:
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Chip ID: m—l Full Name:
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Replace Certificates

Contact | FAQs | Help

Replace the e-mail address and e-mail certificates on the CAC for the given DoD membership.

LASTNAME, FIRSTNAME

Certificate Type:

Serial Number:

Not Valid Before:

Revocation Date:

rCurrent Certificate Information:

[1dentity =l
T |

: =l
20 Not Valid After:

:] Rewvocation Reason: |

Enter New Email Address-
Current Email Address:

Mew Email Address:

rReplace Email Address and Email Certificate:

First.last@us.army.mil

|

First.mi.last.ctr@us.army.mil

Add PCC,

Confirm New Email Address: First.mi.last.ctr@us.army.mil

Update CAC

UMP Version 2.4.012

Privacy and Security Notice

[=1[ & [[#2] (] [cive searcn ol
& - B - = - [ page - (F Tooks » 7

Enter your new email
address, confirm it.
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This may take a few minutes.
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—Time Status:
@mge: @Eﬂﬂl: 018  Step(2) 0.4

~Task Status: ~Progress Status:
¢ 1. Submitting Regquest to UMP.(0:14) - 1

2. Synchronizing CAC with PIP.

3. Reading Data from CAC. Submitting request to User portal...
4. Updating CAC data to DEERS. Connecting CAC to Post Issuance Portal

L]

B

4 |
[ 1%

Cancel |

CAC Portal: Info x|

The following Actions will be taken on your CAC.

1. Your e-mail addr DRIV EN =BGl First.last@us.army.mil i First.mi.last.ctr@us.army.mil

UMP will make the following changes to your CAC:

2. Your email signature certificate will be replaced. The new certificate will have the email address of

First.mi.last.ctr@us.army.mil

3. Your e-mail encryption certificate will be replaced. The new certificate will have the email addres

First.mi.last.ctr@us.army.mil

Make sure your
email address is
correct. Select
‘Yes.

Do you want to continue ? Yes | Mo |
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—Time Status:
Average: S-2mins Total 018  Step(Z). 0.4
~Task Status: ~Progress Status:
¢ 1. Submitting Regquest to UMP.(0:14) - 1
2. Synchronizing CAC with PIP.
3. Reading Data from CAC. Submitting request to User portal... —
4. Updating CAC data to DEERS. Connecting CAC to Post Issuance Portal
-
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B cac Portak: Summary

Congratulations

First.mi.last.ctr@us.army.mil

2. The following new e-mail certificates are injected to your CAC successfully.

Sign Certificate: Serial ID: ,,  Not Valid Before: 20105ep01, Not Valid After: 20105ep30.

Encryption Certificate: Serial I XX . Mot Valid Before: 20105ep01, Mot Valid After: 20105ep30.
3. The following old e-mail certificates of your CAC are marked as to be revoked

Sign Certificate: Serial ID xx , Mot Valid Before: 2010May03, Mot valid After: 20

Encryption Certificate: Serial ID xx Mot Valid Be 2010May03, Mot Valid After; 20105ep30,

Please remove the CAC from the recipient reader.




